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The FirstPass digital authentication service has been
designed to enable client authentication to be performed with
the aim of improving security and stimulating the expansion

of mobile Internet services.

1. Introduction

The equipping of mobile terminals with mobile-Internet
access functions has led to more diversified content and more
sophisticated input/output interfaces. In this sense, the evolution
of the mobile terminal has been driven not only by greater con-
venience of use but also by the services expansion provided by
content providers and business-systems developers (hereinafter
referred to as Contents Provider (CP)). As a part of this evolu-
tion, DoCoMo’s third-generation mobile communication ser-
vice named “Freedom Of Mobile multimedia Access” (FOMA)
was launched in October 2001. At the end of March 2003,
FOMA coverage had reached about 91% of the Japanese popu-
lation and its service area covers almost all major municipalities
in Japan.

In the year 2003, new services for FOMA terminals had
been launched as well as enhancing the basic performance of
FOMA terminals and adding new terminal functions like video
display. These services include international roaming through
an enhanced FOMA card also known as the User Identity
Module (UIM); dual terminals supporting the International
Mobile Telecommunications 2000 (IMT-2000) and Personal
Digital Cellular (PDC) systems; and a digital authentication ser-
vice. This expansion of functions by capitalizing on FOMA fea-
tures is expected to broaden the scope of mobile-Internet ser-
vices and to promote their use.

This article first describes the market trends in digital


ノート
The FirstPass digital authentication service has been designed to enable client authentication to be performed with the aim of improving security and stimulating the expansion of mobile Internet services.


authentication and the digital-authentication functions needed
by mobile terminals. It then presents the FirstPass digital
authentication service launched in June 2003, its operation

method, and an application example.

2. Market Trends in Digital
Authentication Services

Expansion of the “mobile Internet” as in Internet shopping,
stock trading, and remote access of corporate intranets all by
mobile terminal leads to a growing demand for high-level secu-
rity through individual authentication.

The need for strict individual authentication has been recog-
nized in fields where information is provided to employees over
the Internet or shared by sales offices, and large-scale digital
authentication systems are being introduced in response to these
needs [1]. In 2002, major Internet service providers began to
provide client certificate issuance services for their members,
and their use in consumer-oriented services is spreading. In
addition, the enactment of the e-Signature Law and IT
Comprehensive Law in Japan in April 2001 established legal
recognition of signatures and certificates created by electronic
means, and their use in government-related services is expected
to spread rapidly [2].

Client certificates are already being used on a scale of sever-
al million IDs, and while the need for such certificates is
expected to become all the greater in the future, their use has
not expanded to the extent expected several years ago. The main
factors hindering the spread of client certificates have been
reported to be the cost of introducing and operating digital
authentication systems and problems in controlling and using
digital certificates [1]. If a breakthrough can be found to resolve
this situation, fields that require digital authentication should
grow and spread rapidly.

Digital authentication is generally implemented by using
Secure Sockets Layer (SSL) technology. The number of sites
using SSL server authentication’ ' is increasing yearly and a cer-
tain percentage of those sites are providing services for mobile
terminals. Most of these services for mobile terminals are
thought to be provided by sites that configure intra-company or
inter-company information systems, but the number of commer-
cial i-mode sites providing these services is increasing steadily.
In short, many sites which provide SSL server authentication
are coming to perform some types of client authentication, and a

firm foundation for the introduction of SSL client authentication
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is coming to be prepared.

3. Functional Requirements of Digital
Authentication for Mobile Terminals

Digital authentication by mobile terminals means that the
result of authentication is used as an individual’s authenticates
“key” when accessing various services on the Internet. The fol-
lowing describes the requirements of digital authentication
using mobile terminals as seen from a service point of view.

Firstly, because of limited memory capacity in a mobile ter-
minal, it is not a smart idea to store many applications. So
instead, there is a demand to use only one client certificate for
many applications. Most client certificates are in use today,
however, they are limited in their application, for example,
email certificates for encrypting email and ID certificates for
special services. Furthermore, if a client certificate were to
include personal attributes (personal information) or informa-
tion concerning special services, a CP would find this advanta-
geous while the user would not. Including such information
would not be suitable for a system that uses one client certifi-
cate for various purposes. That is to say, the information includ-
ed in a client certificate should be minimal and should consist
only of what would be needed to identify the user.

Secondly, the ease of use and security for all mobile termi-
nal users are demanded. It is extremely important that client cer-
tificates be easy to understand and easy to use without having to
be an expert in digital authentication technology or information
technology. Usability will be high if all operations related to
client certificates can be completed simply by menu operations
as same as it’s used for the searching and downloading of ring
tones or i-applis.

Since the client authentication during data communications
replaces the authentication with ID/password which is well-
known by users, it is highly demanded and above all, acceptant
to users. While there are various ways of achieving digital
authentication such as encrypted email, digital signatures, and
the Virtual Private Network (VPN), SSL client authentication
appears to be the most promising in terms of an authentication
method accepted easily by users.

Furthermore, to make the basic functions of digital authenti-
cation easy to use for all users, it is crucial that user costs on
certification be low, privacy be protected, and the means of cer-

tification be reliable.



JNcﬂIachnologyReports J

4. FirstPass Digital Authentication
Service

This chapter describes DoCoMo’s FirstPass digital authenti-

cation service, which was launched on June 28, 2003.

4.1 Overview

The FirstPass service uses Public Key Infrastructure (PKI)
317, a platform used extensively on the Internet. DoCoMo
issues a client certificate to each FOMA subscriber and stores
the certificate in each user’s highly protected FOMA card.

Simpler and safer Internet access (SSL client authentication)
is provided to a FOMA user that transmits this client certificate
to a FirstPass-compatible CP compared with the past ID/pass-
word authentication in which multiple sets of IDs and pass-
words had to be managed for various services. The CP in this
case need only to check the validity of the received certificate to
proceed with the transaction. Compared with conventional pass-
word-oriented authentication, this system reduces the risk of
impersonation by a third party (Figure 1).

Application and downloading a client certificate are both

performed by a menu panel on a FirstPass-compatible FOMA
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terminal. In other words, FirstPass does away with troublesome
procedures such as the sending of documents to confirm person-
al identity as usually required when applying for a PC-based
certificate to a general PKI vender or service provider. This is
because DoCoMo confirms personal identity when a user
becomes a FOMA subscriber and issues a client certificate by
linking with the customer database. All operations from applica-
tion to downloading a client certificate can be performed from a
FOMA terminal.

Because all client certificate function related to application,
downloading to storage (in the FOMA card) and certificate
usage is concentrated in FOMA terminals, reduced total cost,
higher security and convnience can be achieved. The specific
techniques used to accomplish these functions are described in

another article of this special issue [4].

4.2 Obtaining a Client Certificate

Selecting “Client certificate operations” on the i-mode
Menu of a FirstPass-compatible FOMA terminal connects the
user with the FirstPass Center and enables the user to apply for
issuance of a client certificate and to download the certificate

(Figure 2).
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SSL client authentication (Figure 3). The CP

r
\
s

FirstPass
I i Menu frm L B Request your certificate
z Bookmark E 2. Download your certificate
[3] Screen memo ; 3. Other settings
(4] Last URL - 4. The usage regulation
E Internet E
(6] Message
[7] Check new message
(8] i-mode settings 4
(5 [Clent certfcare IR RSN

can then control access to the site based on the
client certificate received at the time of SSL
client authentication. Because this form of
authentication uses standard Internet security
technology, it can be applied to a variety of
Web servers, applications, and authentication
products.

A client certificate provided by FirstPass

Client certificate

/ includes identification information unique to

FirstPass menu

each FOMA subscriber. This information is

Figure 2 Operation for obtaining a client certificate

4.3 Client Certificate Revocation

To prevent the unauthorized use of a client certificate by a
third party, FirstPass enables a client certificate to be revoked.
Revocation can be performed through FOMA terminal opera-
tions as same as for obtaining a client certificate. The system is
also being constructed to enable a user to request certificate

revocation even when the FOMA card has been lost.

4.4 Issuance of Certificate Revocation List

A Certificate Revocation List (CRL) can be provided to a
FirstPass-compatible CP. Information on client certificates for
which revocation has been requested is centrally managed at the
FirstPass Center, which issues one CRL daily. A CP can use
this CRL to investigate whether the client certificate provided
by a user at the time of access can be used. The CRL is defined
as part of a PKI mechanism and can therefore be used immedi-

ately by existing Web servers.

4.5 SSL Client Authentication

After accessing a CP by a FOMA terminal on to which a
client certificate has previously been downloaded, the user

enters a Personal Identity Number (PIN) 2 code to enable use of

conveyed to CPs in a fixed and safe manner

for as long as the user is a FOMA subscriber, which is an effec-

tive method for service contents that require high reliability and
continuity.

These techniques for mobile terminals are described in more

detail in another article of this special issue [5].

5. Operation Method

5.1 FirstPass Operation Terms

Prime importance in providing FirstPass is that “client cer-
tificates not be issued and used improperly.” The Certification
Authority (CA) in this service is established on the basis of PKI
security technology, an Internet standard, and operates in con-
formance with Request For Comments (RFC)-2527, which
specifies facilities and operation standards/guidelines in relation
to this technology [6]. In accordance with these standards and
guidelines, FirstPass operation terms are publicly announced in
the form of a Certification Practice Statement (CPS) and
Certificate Policy. Extensive publicizing of these terms enables
users and CPs to judge the reliability and safety of FirstPass.
Almost all operating CAs, both government or private, issue a
CPS for publicity.

To be more specific, establishing and publicizing the fol-
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Figure 3 SSL client authentication procedure
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lowing items enables users to judge the reliability and safety of
an digital authentication service.

1) Service model: Types and targets of issued certificates.

2) Service levels: Reliability levels of issued certificates.

3) Operation procedures/system: Structure and rules for ensur-

ing reliability.

5.2 Security Management Mechanisms

Physical access to the FirstPass Center is governed by sever-
al sophisticated security levels based on security policies used
for critical DoCoMo communication facilities. Each of these
security levels provides specific forms of protection in conjunc-
tion with agreements or equipment stipulated by that level.
Specifically, entering and leaving a room are managed accord-
ing to the importance of the security level, and identification
and authentication at that time are performed using smart cards
or biological authentication equipment and/or by detailed rules
such as entering and leaving in groups of two or more people.

On the other hand, terminal (FOMA card) security is estab-
lished in the following way. After the specialized equipment of
manufacturer generates a set of keys (public keys and private
keys) which are required for digital authentication, the keys are

stored in the tamper-resistant” FOMA card while the private key
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outside the card is simultaneously deleted thereby restricting the
private key to the FOMA card. The user, meanwhile, need only
to enter his or her PIN2 code to activate the private key on the
FOMA card when applying for or using a client certificate. After
using the private key in this manner, it will automatically enter a

deactivation state preventing it from being improperly used.

6. Application Example of FirstPass
Authentication
6.1 Application to Access Control and Related Issues

The FirstPass service makes it easier for a user to obtain a
client certificate, and this in turn enables CPs to offer services that
presume the use of FirstPass. A FirstPass client certificate, more-
over, features robust security compared to the widely used ID/pass-
word method and therefore provides high usage value for CPs.

At the same time, it must be kept in mind that only a unique
ID is stored in the client certificate issued by the FirstPass ser-
vice as identification information. Thus, when applying
FirstPass to login authentication as a usage model, the CP itself
would need more than just the FirstPass ID for access control
since ID is not the information that CP has assigned. In other
words, user information (rights) must be added to the client cer-

tificate in order for the latter to be used by a CP. Two typical

Name | Address Client certificate
Suzuki | Chiyoda-ku, Tokyo | AAA111BBB222
Tanaka| Naniwa-ku, Osaka =| CCC333DDD444

2. CP uses user information held by a third party together with the client certificate
Third-party organization
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Database (3 Check client certificate information
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Figure 4 Associating user information with the client certificate
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Credit card company's web site
(billing data)

Securities company’s web site

(stock trading site)

E-Commerce web sites
(members-only sites, etc.)

Unified login procedure
promotes service usage

Figure 5 Login to a members-only site

methods for adding user information are shown in Figure 4. In
the first method, the CP itself adds user information (rights) to
the client certificate, while in the second method, the CP uses
user information held by a third party together with the client
certificate.

Adding user attribute information to the client certificate by
such methods enable FirstPass to be used for access control
making it a useful means of digital authentication for CPs.
Furthermore, from the viewpoint of total CP operation cost, we
can expect there to be more cases of using client certificates
provided by FirstPass than certificates issued by CPs them-
selves. Here, it is important that client certificates satisfy the
following conditions.

1) User operation of FOMA terminals must be made easier and
more convenient (including access performance).
2) CP operation costs incurred by using FirstPass must be

reduced.

6.2 Specific Usage Examples

1) Corporate Intranet

The i-appli function enables a user to send and receive data
as needed to and from a server, and its use can reduce packet
transmission fees. Therefore, i-appli is being used increasingly
for accessing corporate intranets. In addition to the i-mode
browser, FirstPass can be used with i-appli to communicate
with servers. This makes a safer intranet access when using
business applications in a mobile mode.
2) Members-only Site

FirstPass enables a user to access multiple sites including
mobile-commerce and members-only sites with just one ID
(Figure 5). In other words, a user no longer needs to remember

an ID and password for each site. This should eliminate the situ-

ation in which a user gives up on accessing to use a service after

forgetting an ID and password combination.

7. Conclusion

This article has described the background and contents of
the FirstPass digital authentication service on the FOMA net-
work, and has shown how it can be used to make mobile
Internet services more convenient and safer to use.

To facilitate the construction of systems using FirstPass,
DoCoMo is setting up an environment that will enable services
featuring SSL-related products and single-sign-on products to
be used in combination with Web servers. In the future,
DoCoMo plans to make FirstPass even more convenient for
FOMA users and to expand its range of application as a means

of authentication for a wide variety of Internet services.
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GLOSSARY

* 1 SSL server authentication: A form of authentication by which
a third-party institution determines whether a server (domain) on
the Internet is a real organization. Data transfers between the user
and an authenticated server are encrypted.

# 2 Public Key Infrastructure (PKI): A platform technology using
public-key encryption techniques defined in IETF PKIX. It is often
used as a basis for digital signatures and authentication systems
that use digital certificates.

# 3 Tamper-resistant: Confidential information stored inside a
device cannot be disclosed nor tampered with by anyone other
than legitimate right holders.

ABBREVIATIONS

CA: Certification Authority

CP: Contents Provider

CPS5: Certification Practice Statement

CRL: Certificate Revocation List

FOMA: Freedom Of Mobile multimedia Access
IMT-2000: International Mobile Telecommunications-2000
PDC: Personal Digital Cellular

PIN: Personal Identity Number

PKI: Public Key Infrastructure

RFC: Request For Comments

55L: Secure Sockets Layer

UIM: User Identity Module

VPN: Virtual Private Network




